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INTISARI

Kendaraan bermotor di Indonesia terus meningkat setiap tahunnya,
peningkatan ini sejalan dengan meningkatnya risiko pencurian kendaraan
bermotor dalam kondisi menyala dan penggunaan sopir tidak resmi. Beberapa
kasus kecelakaan pada bus di Tol Surabaya — Mojokerto dan truk boks di Ngawi,
menunjukkan bahaya penggunaan sopir tidak resmi. Selain itu, maraknya
curanmor seperti pencurian Toyota Avanza dan dump truck dalam kondisi menyala
menandakan lemahnya sistem keamanan kendaraan.

Untuk mengatasi meningkatnya risiko curanmor dan penggunaan sopir tidak
resmi, penelitian ini merancang sistem keamanan kendaraan berbasis
mikrokontroler ESP32 yang mengintegrasikan sensor fingerprint AS608 dan
kamera ESP32CAM. Sensor fingerprint digunakan untuk mendeteksi sidik jari guna
menyalakan kendaraan, sedangkan kamera ESP32CAM menangkap video real time
untuk pengenalan wajah melalui PyCharm. Mikrokontroler ESP32 juga mengatur
komponen pendukung seperti LED, LCD+12C, buzzer, stepdown, RTC, pushbutton,
dan relay. Relay berfungsi menghubungkan arus listrik starter untuk menyalakan
kendaraan serta memutus arus listrik injektor untuk rekayasa mesin tersendat.

Hasil pengujian penerapan sistem pada kendaraan Toyota Avanza
menunjukkan bahwa sistem berhasil memverifikasi sidik jari dan mengenali wajah
pengguna terdaftar, serta dapat membuat mesin tersendat saat wajah tidak
dikenali. Namun sistem gagal melakukan deteksi wajah pada pencahayaan rendah
dan saat pengguna memakai kombinasi aksesoris wajah seperti masker dan
kacamata dan topi, serta topi dan masker. Selain itu, masih terjadi kesalahan
deteksi wajah tidak dikenali sebagai pengguna terdaftar. Pengembangan
selanjutnya disarankan meliputi penggunaan kamera night vision, penambahan
modul modem dan sampel wajah pendaftar, penggantian algoritma pengenalan

wajah yang lebih akurat, serta penggunaan sensor fingerprint yang tahan air.

Kata kunci : sidik jari, ESP32, pycharm, ESP32-CAM, keamanan
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ABSTRACT

Motorized vehicles in Indonesia continues to increase every year, this
increase is in line with the increasing risk of theft of motorized vehicles while the
engine is on and the use of unofficial drivers. Several cases of accidents on buses
on the Surabaya - Mojokerto Toll Road and box trucks in Ngawi, show the dangers
of using unofficial drivers. In addition, the rampant theft of motor vehicles such as
theft of Toyota Avanza and dump trucks while the engine is on indicates a weak
vehicle security system.

To overcome the increasing risk of motor vehicle theft and the use of
unofficial drivers, this study designs a vehicle security system based on the ESP32
microcontroller that integrates the AS608 fingerprint sensor and the ESP32CAM
camera. The fingerprint sensor is used to detect fingerprints to start the vehicle,
while the ESP32CAM camera captures real-time video for facial recognition via
PyCharm. The ESP32 microcontroller also regulates supporting components such
as LED, LCD + 12C, buzzer, stepdown, RTC, pushbutton, and relay. The relay
functions to connect the starter electric current to start the vehicle and cut off the
injector electric current for engine engineering to stall.

The results of the system implementation test on the Toyota Avanza vehicle
showed that the system successfully verified fingerprints and recognized the faces
of registered users, and could make the machine stutter when the face was not
recognized. However, the system failed to detect faces in low light and when users
wore a combination of facial accessories such as masks and glasses and hats, as
well as hats and masks. In addition, there were still errors in detecting faces not
recognized as registered users. Further developments are recommended including
the use of night vision cameras, the addition of modem modules and registrant
face samples, replacing more accurate facial recognition algorithms, and the use

of waterproof fingerprint sensors.

Keywords : fingerprint, ESP32, pycharm, ESP32-CAM, security
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